
Red Herrings CLASSROOM FORM · CHAIN OF CUSTODY

Evidence chain of custody
One form per evidence item. Every transfer, examination and return is a row in the log, signed by the
person releasing and the person receiving. Keep it with the evidence and attach it to the report.

Case and item

Case number Item number

Agency / organization / course Examiner (print)

Description of item (make, model, serial number, capacity, visible condition)

Collected by Date and time collected (with time zone)

Location collected from (address, room, desk, bag, device the item was attached to)

Acquisition method (write blocker, imaging tool, version) Image file name and format (E01, raw, AFF4)

Hash algorithm Hash of original / verification hash of image

Custody log

DATE /
TIME

RELEASED BY (PRINT
AND SIGN)

RECEIVED BY (PRINT
AND SIGN)

PURPOSE (TRANSPORT,
EXAMINATION, STORAGE,
RETURN)

LOCATION / NOTES

Final disposition

Returned to / retained by Date and time

Method of disposal or storage reference

Examiner signature and date Witness or instructor signature and date

Teaching note. In a Red Herrings lab the generated evidence manifest lists every file with its hash. Have students copy
those hashes onto this form, re-hash the files they received, and record the verification as the first row of the log. A
mismatch is the first finding of the report, not a reason to skip the form.
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